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Course description 
 

Lecture: 
Information security. Security policy. Security threats. Security attacks. Security services, security mechanisms. 
Certification of systems. Basic elements of cryptography. Kinds of ciphers. Symmetric key cryptography: stream 
ciphers and block ciphers. Symmetric and asymmetric cipher algorithms. Public key cryptography. PGP. 
Authentication methods. Digital signature. Malware. Digital watermarking and steganography. Compromising 
emanations. Firewalls. Sniffing and scanning. Backup. Data security in the communication systems (among 
others computer networks, wireless computer networks, satellite transmission). VPN (tunneling). Transmission 
security in the industrial networks and distributed control systems. 
 
Classes: 
 
 
Laboratory: 
Analysis and/or planning the security of the computer systems and the computer networks. Implementation of 
security services in the computer systems. Computer networks security. Virtual Private Networks. Firewalls. 
Scanning and sniffing. Trustee rights (eDirectory, Active Directory). Data storage security. 
 
Project: 
. 
 
 
 

Objectives of the course 



The goal of the course is to learn about security of computer systems (analysis and planning the security of 
computer systems, implementing security services). 
 
 

Examination method 

Written test, written solution of design problems (reports on made exercises), oral discussion. 
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